UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN LY SON Poc 1ap — Tw do — Hanh phiic

Sé: A48 /UBND Ly Son, ngay 15 théng 02 ndm 2022
V/v canh bdo 16 héng bao mat anh
huéng cao va nghiém trong trong
céc san pham Microsoft cong bd
thang 02/2022

Kinh gui:
- C4c phong, ban, don vi;
- Cac Hoi, doan thé huyén; .
- Trung tdm Truyén thong — Vian hoéa — thé thao.

Theo d& nghi ciua S& Théng tin va Truyén théng tai Céng vin sb
144/STTTT-BCVT&CNTT ngay 11/02/2022 vé viéc canh bio 15 héng bao mét
anh hudéng cao va nghiém trong trong cac san pham Microsoft cong bé thang
02/2022 , Chu tich UBND huyén yéu cau lanh dao cac co quan, don vi chi dao
thuc hlen mét s6 bién phép sau dé han ché céc rui ro vé nguy co mat an toan thong
tin:

1. Kiém tra, ra soat may chu, may tram c6 sir dung hé diéu hanh Windows dé
phat hién va xu ly kip thoi cdc may chii c6 kha nang bi anh huéng bai cac 16 hong
bao mét sau:

- L6 héng bao mét CVE-2022-22005 trong Sharepoint Server 2013-2019 cho
phép dbi tuong tin cong thure thi ma tir xa voi tai khoan xac thue hop 1é.

- Lo héng bao mat CVE-2022-21989 trong Windows Kernel cho phép doi
tuong tan cong thuc hién tin cdng nang cao dic quyén.

- L6 hong bao mat CVE-2022-21984 trong DNS Server cho phép ddi tuong
tAn cong thyuc thi ma tir xa.

- Lp hong bao méit CVE-2022-21995 trong Windows Hyper-V cho phép doi
tuong tan cong da xac thuc trén may khach Hyper-V ¢ thé thuc thi ma tir xa trén
may chi Hyper-V.

- 02 16 hong bao mét CVE-2022-22718, CVE-2022-21999 trong Windows
Print Spooler cho phép dbi twong tin cong thuc hién tén cong nang cao dic quyén.

- 02 16 hong bao mat CVE-2022-22000, CVE-2022-21981 trong Windows
Common Log File System Driver cho phép doi tuong tin cong thuc hién tén cong
ning cao dic quyeén.

- L6 héng bao mat CVE-2022-21996 trong Windows32k cho phép dbi tugng
tAn cong thue hién tan cdng nang cao dic quyén.
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-Ld hong bao mat CVE-2022-22715 trong Named Pipe File System cho phép
dbi tuong tan cong thuc hién tin cong nang cao dic quyen.

bay 1a cac 16 hong nguy hiém, can thuc hién cap nhat ban v kip thoi dé tranh
nguy co bi tdn céng ngay déi véi cac thiét bi bi anh huéng theo huéng dan cua
Microsoft (tham khdo thong tin 16 hong va cdch khdc phuc tai Phu luc Théng tin vé
16 héng bao mat kém theo Cong van nay).

2. Khi phat hién céc hé théng c6 biéu h1en bi khai thac, tdn cong mang, trlen
khai ngay cac bién phap xtr ly ngin chin tin cong trén hé thdng va thong bao ve
UBND huyén (Qua Phong Vin héa va Théng tin) téng hop, béo cdo kip thoi vé
Doi 1 ang clru sy coO an toan thong tin mang tinh Quang Ngai dé cé céc bién phap hd
tro, xur 1y kip thoi.

Pé nghi lanh dao céc co quan, don vi quan tdm chi dao thuc hién./.

Nori.nhjon; KT. CHU TICH
- Nhur trén; — I

- Thuodng truc Huyén uy (béo céo); 7 :s’\* «l}) I.]‘Q‘CHU TICH
- Thuong troee HDND huyén; : S

- Ban Thuong true UBMTTQVN huyén;
- CT, PCT.UBND huyén;

- VPH: CVP, PCVP, CV (VX);

- Luu: VT,
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PHU LUC

THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT
(Kém theo Céng vin s6 A4Y /UBND ngay 15/02/2022 ciia UBND huyén)

1. Théng tin céc 156 hong bio mat

STT

CVE

Mo ta

Link tham khao

CVE-2022-
22005

-Diém CVSS: 8.8 (cao)

-Ld héng trong Microsoft
SharePoint Server, cho phép
d6i tuong tn cong thuc thi ma
tur xa.

-Anh huéng: Microsoft
SharePoint  Server 2019,
SharePoint Enterprise Server
2013/2016.

https://msrc.microsoft.co
m/update-
guide/enUS/vulnerability
/CVE-2022-22005

CVE-2022-
21989

-Piém CVSS: 7.8 (cao)

-Ld héng trong Microsoft
Kernel, cho phép dbi tuwong
tAn cong thuc hién tin cong
nang cao dic quyén.

-Anh huong: Windows Server
2022/2019/2016/2012/2008,
Windows 11/10/8.1/7.

https://msrc.microsoft.co
m/update-
ouide/enUS/vulnerability
/CVE-2022-21989

CVE-2022-
21984

-Piém CVSS: 8.8 (cao)
-L6 héng trong Windows DNS
Server, cho phép dbi tuong tin
cong thuc thi ma tir xa.
-Anh huéng: Windows 10/11,
Windows Server 2022.

https://msrc.microsoft.co
m/updateguide/vulnerabil
1ty/CVE-2022-21984

CVE-2022-
21995

-DPiém CVSS: 7.9 (cao)

-L6 hong trong Windows
Hyper-V, cho phép dbi tuong
tAn cong thuc thi ma tir xa.
-Anh huong: Windows 10/11,
Windows Server 2022/2019/
2016.

https://msrc.microsoft.co
m/updateguide/vulnerabil
ity/CVE-2022-21995

CVE-2022-
22718

-Piém CVSS: 7.8 (cao)

-L6 hong trong Windows Print
Sooler, cho phép dbi tugng tén
cong thuc hién tin cdng ning
cao dic quyén.

-Anh huéng: Windows Server
2022/2016/2012/2008,
Windows 11/10/8.1/7.

https://msrc.microsoft.co
m/updateguide/vulnerabil
1ity/CVE-2022-22718

CVE-2022-

-Diém CVSS: 7.8 (cao)

https://msrc.microsoft.co
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STT

CVE

Mo ta

Link tham khao

22000

-L6 hong trong Windows
Common Log File System
Driver, cho phép dbi twong tin
cong thuc hién tin cong nang
cao dac quyén, da c6 ma khai
thac thanh cong dugc sir dung
trong TianfuCup.

-Anh huéng: Windows Server
2022/2019/2016/2012/2008,
Windows 11/10/8.1/7.

m/updateguide/vulnerabil
ity/CVE-2022-22000

CVE-2022-
21999

-Diém CVSS: 7.8 (cao)

-L& hong trong Windows Print
Sooler, cho phép déi tuong tan
cong thuc hién tAn cong ning
cao dic quyén, di c6 mi khai
thac thanh cong dugc sir dung
trong TianfuCup.

-Anh huéng: Windows Server
2022/2016/2012/ 2008,
Windows 11/10/8.1/7.

https://msrc.microsoft.co
m/updateguide/vulnerabil
ity/CVE-2022-21999

CVE-2022-
21981

-Piém CVSS: 7.8 (cao)

-L&6 héng trong Windows
Common Log File System
Driver, cho phép dél tuorng tAn
cong thuc hién tn cong ning
cao dic quyén, di c6 ma khai
thac thanh cong duge str dung
trong TianfuCup.

-Anh huéng:Windows Server
2019/2012/2008,  Windows
11/10/8.1/7.

https://msrc.microsoft.co
m/updateguide/vulnerabil
ity/CVE-2022-21981

CVE-2022-
21996

-Piém CVSS: 7.8 (cao)

-L& héng trong Windows32k,
cho phép déi tuong tan cong
thuc hién tAn cong nang cao
ddc quyén, di c6 ma khai thac
thanh cong duge st dung
trong TianfuCup.

-Anh huéng: Windows 11.

https://msrc.microsoft.co
m/updateguide/vulnerabil
ity/CVE-2022-21996
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CVE-2022-
22715

-Piém CVSS: 7.8 (cao)

-L5 héng trong Named Pipe
File System, cho phép d01
tuong tan cong thuc hién tin
cong néng cao dic quyén, di

https://msrc.microsoft.co

m/updateguide/vulnerabil

ity/CVE-2022-22715
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STT CVE

M0 ta

Link tham khao

cO ma khai thac thanh cong
dugc str dung trong TianfuCup
-Anh huéng: Windows 11/10,
WindowsServer 2022.

2. Huéng din khic phuc

Bién phép t6t nhat dé khic phuc 13 cap nhat ban va cho céc 13 héng bao mat
noéi trén theo hudng din ctia hing. Quy don vi tham khao cac ban cdp nhét phu
hop cho céc san pham dang sir dung tai link ngudn tham khéo tai myc 1 cua Phu

luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2022/2/8/the-february-2022-security-

update-review
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