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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

HUYEN LY SON Péc lap — Tu do — Hanh phic
S6/70YUBND Ly Son, ngiylfthing 5 niim 2022

V/v ting cuong phong ngura,
xtr ly hoat dong lira dao
chiém doat tai san
Kinh gui:
- Céc co quan tham muu, giup viéc Huyén uy;
- UBMTTQVN va cac doan thé -CT-XH huyén;
- C4c phong, ban, chuyén mon thugc UBND huyén;
- Cong an huyén
- Trung tam Truyén thong — Vin héa — Thé thao;

Thuc hién Céng van s6 2435/UBND-NC ngay 24/5/2022 cia Chu tich
UBND tinh Quang Ngii vé viéc ting cudng phong ngira, xir ly hoat dong lira dao
chiém doat tai san (c photo kém theo), Chu tich UBND huyén c6 y kién nhu sau:

Pé chu dong day manh phong ngira, xir ly cac hoat dong lira dao chiém doat
tai san, nhat 12 cac thu doan lira dio qua mang vién théng, mang internet, mang xa
hoi, Chu tich UBND huyén yéu cdu Tha trudéng cac phong, ban, nganh, hdi, doan
thé cin cir churc ning, nhiém vu dugc giao thuc hién mét s6 noi dung sau:

1. Tlép tuc thu‘c hién c6 hiéu qua Ké& hoach s6 99/KH-UBND ngay
12/8/2020 Cong van s6 1573/UBND-NC ngay 15/4/2021 cta Cha tich UBND tinh
vé day manh cong tac phong ngu'a xtr Iy t6i pham hoat dong ltra dao chiém doat tai
san trén dia ban tinh; Cong van s6 6173/UBND-NC ngay 16/11/2021 cta Chu tich
UBND tinh vé phong ngu'a d4u tranh c6 hiéu qua dbi voi toi pham lira déo chiém
doat tai san, gan voi trién khai thuc hlen Chuong trmh s6 13-CTr/TU ngay
12/10/2021 ctia Ban Thuong vu Tmh uy vé thuc hién Két luan so 13-KL/TW ngay
16/8/2021 cua B§ Chinh tri vé tlep tuc thu:c hién Chi thi s6 48-CT/TW ngay
22/10/2010 cua B6 Chinh tri (Khoéa X) vé tang cuong su lanh dao cua Pang ddi
Vol cong tac phong, chong toi pham trong tinh hinh mdi. Dong thdi, to chire tuyén
truyen cac phuong thirc, thu doan hoat dong ma&i cta ti pham ltra ddo chlem doat
tai san dé can bd, cong chir, vién chic biét, chu dong phong ngtra, kip thoi tb giac
t0i pham dén co quan Cong an.

2. Phong Vin hoa va Thong tin; Trung tim Truyén thong - Vin héa -
Thé thao huyén

- Theo chirc néng, nhiém vu tdng cudng cong tac théng tin, tuyén truyén
chinh xé4c, ding quy dinh vé phuong thirc, thi doan, hdu qua cua toi pham va vi
pham phép luat lién quan dén hoat dong lira ddo chiém doat tai san, két qua phong
ngtra, Xur ly cua cac luc lugng chirc nang dé nguoi dan nang cao nhan thuec, kip thoi
cung cép thong tin, t6 gidc hanh vi ltra ddo chiém doat tai san.
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- Piy manh cong tac tuyén truyén trén cdc phuong tién thong tin dai ching
va tai cong déng cho nguoi déan, cac co quan, t§ chirc biét vé cac phuong thirc thi
doan méi cua tdi pham lira dao chiém doat tai san trén mang vién thong, mang
internet, mang x& hoi, giip Nhan dan chu dong phong ngira, kip thoi t6 giac toi
pham dén co quan Cong an (c6 mot s6 thi doan mai kém theo).

- Pdng thoi, phat hién, c¢b vii, dong vién tén vinh cac mé hinh, dién hinh,
guong nguoi t6t, viéc tdt trong phong, chéng toi pham va vi pham phap luét lién
quan dén hoat dong lira dao chiém doat tai san.

3. Cong an huyén

- Chi dao lyc lugng Canh sat hinh sy, An ninh mang va phong, chong toi
pham cong nghé cao day manh cong tac nim tinh hinh, phat hién, d4u tranh, xtr ly
cic dbi tuong, dudng day lura dao chiém doat tai san thong qua mang vién théng,
mang internet, mang xa hoi.

- Pay manh cong tac tuyén truyén phuong thice, thi doan hoat dong cua loai
t6i pham nay thdng qua cic trang mang x& hoi facebook, zalo, cac fanpage cua
huyén, nhim ting cudng tinh twong tac, cdp nhét, chia s¢ thong tin vé t6i pham lira
d4o chiém doat tai san, thong tin tuyén truyén trén cdc nhom mang xa hoi (nhom
zalo, facebook...) tai cong d(‘")ng dan cu vé phuong thirc, thi doan hoat dong Itra
dao chiém doat tai san trén mang vién thong, mang internet, mang xa hoi nhim
gitp nguoi dan chu dong phong ngira, phat hién toi pham ltra déo chiém doat tai
san.

, Yéu cép Thu trudng cac phong, ban, nganh, hoi, doan thé, cac co quan, don
vi t& chirc trién khai thuc hién nghiém tuac; dinh ky hang nam béo cao két qua cho
UBND huyén (qua Cong an huyén) dé theo doi, chi dao./.

Noi nhan:

- Nhur trén;

- Thudng tryc Huyén iy (bao céo);
- Thudng tryc HDND huyén;

- CT, cac PCT UBND huyén;

- VPH: CVP, PCVP, CV;

- Luu: VT.

N i ‘/;/f:
anmy'Thi Hrong



Phu luc
MOT SO THU DPOAN LUA PAO CHIEM POAT TAI SANQUA MANG
VIEN THONG MANG INTERNET, MANG XA HOQI
(Kém theo Cong vin 56: /D@g /UBND ngay 023//5/2022 ctua Chu tich UBND huyén)

1. Gia danh c4c nha mang goi dién thong bao s6 thué bao dién thoai ctia ban
da trang thuong tai san c6 gia tri 16n, dé nhan duoc tai san d6 phai mat phi, neu
ddng y thi mua thé cao nap vao sb tai khoan ma cac doi tuong lira déo cung cép,
khi nguoi dan dong tidn vao dé nhan thudng thi cac ddi tugng chin lién lac lai va
chiém doat so tién do.

2. Déi tuong gia danh 1a cén bd Ngén hang goi dién cho bi hai thong bao bi
hai cé nguoi chuyen tlen vao tai khoan nhung do bi 16i nén chua chuyén dugc
hodc théng bao phin mém chuyen tlen Internet Banking cua khach hang bi 16i...
nén yéu cau khach hang cung cap ma s thé va ma OTP dé kiém tra. Cac d6i tuong
st dung thong tin bi hai cung cap dé truy cdp vao tai khoan va rat tién cta bi hai.

3. Gia danh Cong an, Toa an g01 dién thong bao nguoi dan co lién quan dén
vu 4n hodc xur phat ngudi vi pham giao thong, yéu cau bi hai chuyen tién vao tai
khoan ma céc d6i tuong Itra dao dua ra dé phuc vu cong tac didu tra, xir ly. Khi
ngudi dén do lo s¢ va chuyen tidn vao tai khoan cac ddi tugng yéu cau thi cac
doi tugng chuyen tlep s tién d6 vao nhiéu tai khoan khéc va chiém doat. P xay ra
nhidu vu véi s tién bi chiém doat rat 16n, tir vaity dén hang chuc ty dong.

4. Loi dung su nhe da ca tin va nhu cau kiém tién nhanh ciia bi hai, cac d6i
tuong gia mao tuyen cdng tac vién xur Iy don hang cho cac san thuong mai dién tur
@8 thuc hién hanh vi chiém doat tai san. Bang thu doan 14p céc trang facebook gia
mao cac nhin hang, trang thuong mai dién to nhu: Tiki.vn, Lazada, Tokyolee
Shopee... va chay quang cdo, khi bi hai nhén tin hoi cach thirc 1am cdng tac vién,
cac d01 tuong s& giri cac thong tin vé cong ty, nhan vién cham séc khach hang... va
yéu cau gui thong tin ca nhan, két ban zalo dé tu vin. Ban dau dbi tuong g
duong dan cac san phdm c6 gia tri nhd khoang vai tram ngan ddng dé bi hai chon
va xac thyc don, chup anh don hang gui cho d6i tugng qua zalo, facebook chuyén
tlen vao cac tai khoan do déi tuong cung cap va duge ddi tuong chuyen lai toan bd
s6 tién dd bo ra mua hang cung vdi hoa hong tir 3-20%. Sau mot s6 1an tao niém tin
bang cach tra gbc va hoa hong nhu cam két ban du, tiép theo dbi tugng vién ly do
la “ban da duogc cong ty nang hang” va gui cac duong dan san phdm trén san
Lazada, Shopee... ¢6 gid tri 16n hon va tiép tuc yéu cau bi hai chup lai hinh anh séan
pham ddng thoi chuyén tién. Khi di nhan duogc, ddi twong khong chuyén tién ma
tiép tuc thong béo cho cong tac vién phai tlep tuc thuc hién nhiém vu khéc thi mai
duoc chuyén lai tién va hoa hong (thye chit la tiép tuc chuyén tién vao tai khoan
d6i tuong). Sau do cac ddi tuong chiém doat tién cuia bi hai.

5. Lira ddo thong qua cac san glao dich trén mang. Cac dobi tugng moi chao,
161 kéo bi hai tham gia dau tu vao cac san giao dich tién do0... do dbi twong thiét lap,
cam két s& hudng loi nhuén cao khi tham gia heé théng. Cac ddi tuong thuorng
quang ba, dénh béng tén tudi bang cach ding tin, bai trén mang x4 hoi, tb chue cac
budi hdi thao, _g@p mat offline, tw nhan la chuyen gia dau tu, nguoi truyén cam
himg, ngudi din duong... dé lira dao, kéu goi dAu tuvao hé théng do ching thiét
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lap. Khi huy dong duge lugng tién du 16n cac dbi tuong s& can thiép vao cac giao
dich, didu chinh thing thua ho#c bdo 18i, ngirng hoat dong (sép san) dé chiém doat
tién clia ngudi tham gia.

6. Dbi tugng st dung thong tin c& nhan,hinh anh ctia céc dong chi Lanh dao
céc co quan chinh quyén, doan thé... dé thiép lap tai khoan mang x4 hoi (zalo,
facebook...) mao danh. Sau do, cac dbi tuong tai khoan mao danh dé két ban, nhan
tin trao doi vay, muon tién cia ban be, ngudi than, déng nghiép, cép dudi... va
chiém doat tién ctia cac bi hai chuyén dén hoiic dbi tuong lira dao sir dung hack
(chiém doat quyén didu khién) tai khoan mang x4 hoi sau do tao ra kich ban nhén
tin lira d4o dén ban bé ctia chu tai khoan mang xa hoi va chiém doat tién ctia cac bi
hai chuyén dén tai khoan ngén hang do céac dbi tuong chi dinh.

7. Thit doan cho vay tién qua app (vay tién online). Loi dung tdm ly vay tién
online thuén loi, nhanh chéng, khong phai ra ngén hang lam thu tuc, céc déi tuong
1ap ra céc trang trén mang xa héi (zalo, facebook...) chay quang cao dé tiép can cic
bi hai. Sau khi tiép can dugc nan nhan, céc di tugng s& giri cac dudng link két noi
voi CH Play dé cac bi hai cai dit ung dung vao dién thoai va lam theo tmg dung
ctia aap. Sau dd, khi bi hai dang nhép aap d8 vay tién thi app s& bdo 10i, cac doi
tuong yéu cau bi hai phai chuyén tidn dit coc dé ma lai aap thi méi giai ngén duogc
(sau khi giai ngan thi s& tra lai tidn coc va tién cho vay), hodc cac dbi tuong yéu
cAu nan nhan mua bao hiém khoan vay, déng tién phi giai ngan... Nhiéu bi hai thuc
hién chuyén nhiéu 1in dé duoc vay cho dén khi nghi ngd bi lira khéng chuyén nita
thi cdc ddi twong lira dio thong béo néu khong chuyén nita thi khong lay lai duoc
sb tién da chuyén va chiém doat s6 tién nay ctia bi hai.

8. Loi dung tinh hinh dich Covid-19 d& lira ddo chiém doat tai san. Céc doi
tuong tao cac tai khoan mang xa hoi dé dang ban cac dung cu, thiét bi y té chéng
dich... Khi bi hai két néi va dat coc hogc thanh todn s tién theo thoa thuan, céc ddi
tugng chan lién hé, db6i sb dién thoai... va chiém doat sb tién dd nhan dugc hodc loi
dung nhu ciu ngudi dan tlr nude ngoai vé nudc gia ting, cac dbi tugng tao lap cac
tai khoan mang x3 hoi gia dé dang tin trén céc trang, hoi nhom... dé dang ban vé
may bay cho nguoi dan ¢6 nhu cau tir nudc ngoai vé nudce. Khi bi hai héi mua,
thoa thuin xong gia ca thi cac dbi tuong yéu cau thanh todn va ddng thoi glii cho
khach hang céac hinh anh gia vé vé may bay do céc d6i tuong tu tao ra, sau do
chiém doat sb tién bi hai thanh toan./.
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TINH QUANG NGAI Pic lap - Tw do - Hanh phiic
S6:2435TUBND-NC Qudng Ngdi, ngaya4thing 5 ndm 2022
V/v ting cudng phong ngira,
xir Iy hoat dong lira dao
chiém doat tai san
Kinh gtri:

- Thanh vién Ban Chi dao 138 tinh;
- Bdo Quang Ngdi, Pai PTTH Quang Ngai;
- UBND céc huyén, thi x&, thanh pho.

Trong thoi gian qua, cdc s@, ban ngémh, hoi, doan thé va UBND cac
huyén, thj x&, thanh phé chii dong trién khai cac nhiém vu dugc giao trong Ké
hoach s 99/KH-UBND ngay 12/8/2020 ctia UBND tinh vé trién khai thyc
hién Chi thj sb 21/CT—TTg ngy 25/5/2020 ctia Thii tuéng Chinh phi v& ting
cuong phong ngira, xur ly hoat dong lra déo chiém doat tai san, mang lai
nhiéu hiéu qua, trong d6 luc luong Céng an tinh da khém phd nhleu chuyén
4n, vu 4n 16n, bét, khoi t6 nhiéu doi tuong, ngan chin va thu héi sb luqng 1én
tai san bi chiém doat, dugc cic nganh, cdc cdp ghi nhén va dénh gid cao,
Nhin dén ddng tinh ting hd, gbp phan béo dam an ninh, trit ty, hoat déng san
xut, kinh doanh ciia doanh nghiép va doi séng Nhan dén.

Thoi gian gén day, tinh hinh hoat dong ciia 61 pham lira ddo chiém doat
tai san thong qua mang vién thong, mang internet, mang xa héi van dién bién
phtrc tap, xay ra trén toan qudc véi nhiéu thi doan hoat ddng méi, tinh vi, géy
thiét hai 16n vé tai san ctia ngudi dén, gay birc xic trong dur ludn x4 hdi, dugc
phéan 4nh qua kién nghl cha cir tri va Nhén dén cd nude. Ngodi céc thi doan
phé bién trong thdi gian qua, nhu: Két ban lam quen qua mang x4 hoi
(facebook, zalo...) hira hen tinh cam yéu duong, ting qua r6i lira dao; chlem
quyén quan trj (hack) hogic gia 1ap céc tai khoin mang x4 hi clia nguoi dén rdi
nhén tin, lira gat nguoi than quen cia chit tai khoan chuyén tién sau d6 chiém
doat; tao lap cac website san gxao dich tai chinh, thuong mai dién tir, chiing
khoan qudc té dé 161 kéo nguox dan tham gla dAu tw, sau d6 can thlep vao hé
thng dé chiém doat s tién clia ngudi tham gla, dang théng tin gid mao vé céc
hoan canh khé khan dé van dong quyén gop va chlem doat s tién huy dong
dugc... Thoi gian gin day ndi 1én mét sé thi doan méi (6 Phy luc kém theo),
céc dbi tuong da thire hién hanh vi lira dao, chiém doat 6 tidn 16m, tir vai ty dén
hang chuc ty dong

Pé chu dong day manh phong ngira, xit ly cdc hoat dong lira déo chiém
doat tai san, nhét 13 cdc thu doan lira dao qua mang vién thong, mang internet,
mang x4 hdi, Chu tich UBND tinh yéu ciu Thu trudng cdc sd, ban nganh hoi,
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* doan thé, UBND céc huyén, thi x, thanh phd cin cir chiic ning, nhiém
vu duge giao thye hién mét s6 ndi dung sau:

1. Tiép tuc thuc hién cé hiéu qua Ké hoach s6 99/KH-UBND, Céng
vin s& 1573/UBND-NC ngiy 15/4/2021 ciia Chu tich UBND tinh vé day
manh cbng tic phong ngira, xir Iy toi pham hoat dong lira dao chiém doat tai
sén trén dia ban tinh; Cong vin s 6173/UBND-NC ngay 16/11/2021 ctia Cha
tich UBND tinh v& phong ngira, déu tranh c6 hi¢u qua dbi véi t6i pham lira
dao chiém doat tai san, gin véi trién khai thuc hién Chuong trinh s6 13-
CTt/TU ngdy 12/10/2021 ciia Ban Thudng vu Tinh ty vé thyc hién Két luan
s6 13-KL/TW ngiy 16/8/2021 cita B Chinh trj vé tiép tuc thyc hién Chi thi
sb 48-CT/TW ngay 22/10/2010 ctia B§ Chinh trj (Khéa X) vé tang cuong su
lanh dao ciia Pang dbi véi cong tac phong, chong t6i pham trong tinh hinh
méi. Ddng thoi, td chirc tuyén truyén cic phuong thire, thi doan hoat dong
méi ciia toi pham lira ddo chiém doat tai sin dé cén by, cong chire, vién chire
bidt, chii d6ng phong ngira, kip théi t6 gidc t6i pham dén co quan Cong an.

2. S& Thong tin va Truyén thong chi tri:

Huéng din céc co quan bao chi va hé théng théng tin cg s& ting cudng
cong tac thong tin, tuyén truyén chinh x4c, ding quy dinh vé phuong thic,
thi doan, hiu qué cia t6i pham va vi pham phép luét lién quan dén hoat dong
lira dao chiém doat tai san, két qua phong ngira, xir Iy cia céc luc lugng chie
nang d& ngudi dén ning cao nhén thic, kip thoi cung cép thong tin, to gidc
hanh vi lira ddo chiém doat tai san.

3. Pai Phat thanh va Truyén hinh Quing Ngai, Bio Quing Ngii

Piy manh cong tic tuyén truyén trén céc phuong tién thong tin dai
ching va tai cong ddng cho ngudi dén, céc co quan, td chirc biét vé cac
phuong thirc tha doan méi cuia toi pham Iira dao chiém doat tai san trén mang
vién thong, mang internet, mang xa hoi, gitp Nhan dén chi dong phong ngira,
kip thoi t0 giac toi pham dén co quan Cong an (cé mgt so thi dogn moi kem
theo). Dong thoi, phat hién, c6 v, dong vién ton vinh cdc md hinh, dién hinh,
guong ngudi tot, viéc tot trong phong, chéng t6i pham va vi pham phap luat
lién quan dén hoat dong lira dao chiém doat tai san.

4. Cong an tinh

- Chi dao céc don vi nghiép vu, Céng an huyén, thi x4, thanh phd, chu
cong 13 hé luc lugng Canh sat hinh sy, An ninh mang va phong, chdng t6i
pham cong nghé cao ddy manh cong téc ndm tinh hinh, phat hién, dAu tranh,
xir Iy cac dbi tuong, dudng day lira dao chiém doat tai san théng qua mang
vién théng, mang internet, mang x& hji.

- Tiép tuc chi dao luc luong Cong an toan tinh dAy manh cong tic tuyén
truyén phuong thirc, thit doan hoat dong cia loai toi pham nay théng qua
Trang thong tin dién tir Ban Chi dao 138 tinh, qua cédc trang mang x& hoi
facebook, zalo, cac fanpage ctia cac thanh vién Ban Chi dao 35 Cong an tinh,
cia Céng an céc huyén, thi x4, thinh phd nhim ting cudng tinh tuong tic,
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cap nhat, chia sé thong tin vé t6i pham lira déo chiém doat tai san, nhét 1a
Céng an co s& (Cong an xd, Canh st khu vuc) thong tin tuyén truyén trén céc
nhém mang xd hdi (nhém zalo, facebook...) tai cong dong dan cu khu vuc
quan ly ve phuong thire, thi doan hoat dong Iira dao chiém doat tai san trén

mang vién thdng, mang internet, mang xa hoi nhim gzup nguoi dan chu dong
phong ngira, phat hién ti pham lira dao chiem doat tai san.

Yéu cau Thi trémg céc ca quan, don vi, dia phuang chi dgo trién khai
thyc hién nghiém we; dinh ky hing nim béo cdo két qua cha UBND tinh (qus
Céng an tinh) dé theo di, chi dgo./,

Noi nhin:

- Nhu trén;

- Viin phong Chinh phu;

-V01, C02 - B§ cana an: -

- TT Tinh vy, TT HBND tinh;
- CT, PCT UBND tinh;
- Cdng an tinh; g 7
- VPUB: CVP, PCVP, CBTH;
- Luu: VT, NCbdv330.
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