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V/v thong bao su c¢b nhim ma doc va
giai phap phong. chong

2~ 1Kinh gui:
LHQ_AT@C_J_; - Uy ban Mit tran T quéc Viét Nam tinh;

- Vén phong Tinh @iy, UBND tinh;

- Van phong Doan PBQH va HDND tinh;

- Céc s0, ban nganh va hoi doan thé tinh;

- B6 Chi huy Quan sy tinh; Toa 4n nhéan dén tinh;

- Vién Kiém st nhan dan tinh; Thi hanh 4n dan sy tinh;

- Béo hiém x4 hoi tinh; Cang vu Hang hai Quang Ngi;

- Théng ké tinh; Thué tinh Quang Ngii;

- Kho bac Nha nuéc khu vuec XV;

- Béo va Phat thanh, Truyén hinh Quang Ngai;

- Cac Truong: Pai hoc Pham Vin Déng, Cao drfmg Kon

Tum, Cao dang Viét Nam - Han Quéc - Quang Nei;

- Céng ty CP Loc héa dau Binh Son; Truyén tai dién

Quang Ngii; Pién luc Quang Ngii;

- Viettel Quang Ngai, VNPT Quang Ngi, FPT Quang

Ngéi, Mobifone Quang Ngai, SCTV Quang Ngi;

- UBND cac x4, phuong, DPac khu Ly Son.

Qua theo ddi, giam sat an toan thong tin, an ninh mang trén dia ban tinh,
Cong an tinh phat hién 02 may tinh do can bd UBND x4 Binh Son da tai 01 tap
tin ¢6 tén “DU' THAO NGHI QUYET DAI HOLrar” tir mang Internet. Khi mé
tap tin thi mdy tinh bi nhiém ma doc, chiém quyén tai khoan Zalo, tu dong gui tap
tin “DU THAO NGHI QUYET DAI HOLrar” dén tét c4 cac nhém, ban beé va
dang xuét tai khoan cta can bo nay ra khoi cdc nhom Zalo dé ngan can hoat dong
thu héi, canh bao vé ma doc nay. Vu viéc nay con xdy ra tuong tu voi mot sé don
vi, ¢4 nhan trén dia ban tinh. Phin 16n may tinh cla don vi bi nhiém chua trién
khai cai dit phan mém phong, chéng ma déc thudc Hé thong phong, chéng ma
doc tdp trung cta tinh.

M& ddc trén thudc loai Valley RAT', dia chi may chu diéu khi,én
27[.]1124[.]9[.]13, port 5689. Ma doc con phat tdn véi cac tép tin khéc: “BAO
CAO TAI CHINH2.exe”; “THANH TOAN BAO HIEM DOANH NGHIEP.exe”;

' M3 doc Valley RAT la mot loai Remote Access Trojan (RAT) dugc phat hién du nam 2023, cha yéu
tén cong nguoi dung qua cac chién dich phishing (lira nan nhan tai tai liéu mdi nhir ¢é chira ma doc). Muc dich
cia ValleyRAT la gidm sit va kiém soat may tinh, hé théng mang may tinh bj nhidm, tir dé tai thém céc thanh
phén (plugin) doc hai khac dé gay hai sau hon. Dady 1a ma doc da giai doan va da thanh phan, c6 kha nédng tranh
bi phét hién bing cach tai cac thanh phan theo timg giai doan.
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“CONG VAN HOA TOC CUA CHINH PHU.exe”; “HO TRQ KE KHALI
THUE.exe”; “CONG VAN PANH GIA HOAT DONG PANG.exe”; “MAU
GIAY UY QUYEN exe”; “BIEN BAN BAO CAO QUY IIl.exe”. Bay méa doc co
muc d6 nguy hiém rat nghiém trong. Tin tac loi dung su kién Pai hoi Pang dé
phat tdn ma doc co thé nham chiém quyén diéu khién, danh cap, pha hoai thong
tin, tai liéu noi bd cua td chirc, ca nhan; loi dung lam “ban dap” tdn cong mang
cac hé thdng thong tin quan tr ong cua co quan Dang, Nha nudc hodc thuc hién
cac hanh vi xdm pham an ninh quoc gia, trat tu, an toan xa hdi.

Trudc tinh hinh trén, dé bao dam an toan thong tin, an ninh mang trén dia
ban tinh, nhat 1a thoi diém dién ra cac sy kién chinh trj quan trong cua dat nudc
va dia phuong, Giam dbc Cong an tinh dé nghi cac co quan, don vi trién khai thue
hién mot s6 ndi dung sau:

1. T8 chtrc ra soat timg thiét bi trong hé théng théng tin cia don vi; néu cé
luu trit, kich hoat céc tép tin ma doc néu trén, thuc hién ¢6 1ap thiét bi, thong ké
glri thong tin vé Coéng an tinh (qua Phong An ninh mang va phong, chong 16i pham
st dung céng nghé cao) dé duoc hudng dan, hd trg xtr ly. Yéu cau can b, cong
chire, vién chirc va ngudi lao dong khong luu trit, chia sé, dang tai cc t€p tin ma
doc nay trén moi truong mang.

2. Str dung cac gidi phap bao dam an toan thong tin mang da trién khai quét
toan bd & dia thiét bj nham loai bo cac ma doc da cai dat; bat tinh nang tuong ltra
trén thiét bi (Windows Defender Firewall) va tiép tuc theo dai thiét bi.

3. Céc don vi da dugc b tri thiét bi tuong Itra nhanh chong thuc hién chan
dia chi IP 27[.]124].]9].]13 may chu diéu khién tir xa cia ma ddc.

4. Trién khai cac gial phap bao dam an toan thong tin theo hudng dan cua
Cong an tinh tai Cong van s6 15 1/CAT-ANM ngay 03/7/2025 vé viéc tiép tuc trién
khai mét sb giai phap bao dam an toan thong tin mang tinh Quang Ngdi. Cac truong
hop khong trién khai day du céc giai phép an toan théng tin, an ninh mang da duoc
co quan chirc nang huong dan dé xay ra su ¢b c6 hau qua nghiém trong s& bi xur ly
theo quy dinh phap luat.

Qua trinh thuc hién, néu c6 khoé khan, vudng mc, dé nghi lién hé Phong
An ninh mang va phong, chong tdi pham sur dung cong nghé cao (déng chi Thiong
iy Hoang Gia Bao, s6 dién thoai: 0916.401.448, email: hgbaopa05-
cal@quangngai.gov.vn).

Dé nghi Quy co quan quan tam trién khai thuc hién./. %/@/

Noi nhin: KT. GIAM bOC
- Nhu trén; a 'PH('),’-\G*IAM poOC
- Thuong truc Tinh uy (bao céo); N

- UBND tinh (bao cao);

- D/c Giam déc Cong an tinh;

- Cong an cac don vi, dia phuong;
- Luu: VT, ANM.
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